Abstract. The article analyzes various conceptual aspects of the problem of protecting information from leakage through parametric channels. An indicator of the relevance of the threat of information leakage through parametric channels is considered in the form of a twocomponent vector, the first component of which is the probability of realizing the threat of leakage and the second is the coefficient of its danger. The characteristics of threats are given. The ways of information protection from leakage through parametric channels in the concept of information security management are explored. The principles of modeling mechanisms for detecting threats to information leakage through parametric channels are formalized in the interest of evaluating the effectiveness of its protection against leakage. A mathematical description of the effectiveness index of mechanisms for detecting threats of information leakage through parametric channels is proposed. The result of the conducted studies is a meaningful and formal statement of the problem of modeling mechanisms for detecting threats to information leakage through parametric channels in the interest of evaluating the effectiveness of information protection.
Introduction
Analyzing various conceptual aspects of the problem of protecting information from leakage through parametric channels, we have to state the fact that the methodology of information security has not been used consistently, which, in turn, is the reason for inadequate perception and assessment of the main factors that form the basis of this problem. In this paper, we will use terminology based on materials [1] , which is coordinated with the main regulatory document of the Federal Service for Technical and Export Control (FSTEC) of Russia, which regulates the requirements for the protection of confidential information [2] As a result of studies of such a specific phenomenon in the theory and practice of technical protection of information, as a parametric channel, a number of mathematical models describing its signal characteristics have been developed. At the same time, the main indicator of the potential for the formation of information leakage channels -an indicator of violation of its confidentialitypresupposes a more general, systemic characteristic, consistent with the functional features of the manifestation of such threats and ways to protect information from leakage. In accordance with the normatively defined requirements of FSTEC of Russia [3] , such an indicator is the relevance of the leakage threat, which allows us to numerically assess the level of its danger from systemic positions.
The aim of this work is the development of mathematical models of threats to information leakage through parametric channels and mechanisms for identifying such threats, based on the correspondence of the functional description of information leakage threats and the mechanisms for their detection. To do this, it is necessary to formalize the substantive and formal statements of the task of modeling the mechanisms of detecting threats to information leakage through parametric channels, and also to present an illustrative example for explaining the advantages of the proposed approach in the form of a functional model of illegal actions to intercept information on parametric channels and demonstrate the practical implementation of the proposed method of structuring characteristics of mechanisms for identifying threats to information leakage on parametric their channels.
Characteristics of threats of information leakage through parametric channels
According to [4] [5] , the indicator of the urgency of the threat of information leakage through parametric channels is a two-component vector, the first component of which is the likelihood of realizing a leakage threat, and the second is the coefficient of its danger. To estimate the indicator of the urgency of information leakage threats on parametric channels, we use the provisions of the generalized methodology [6] [7] . This indicator is calculated from the values of the hazard factor of the parametric leakage channels and the probabilities of their implementation. Using this technique to determine the list of current threats of information leakage through parametric channels, we introduce the following restrictions [8] :
-the list and characteristics of possible threats of leakage of speech information through parametric channels are specified before the calculations;
-the list of voice messages with protected information is determined before the calculations; -the importance of the protected information is determined before the calculations; -Leak channels of this type can exist independently of each other; -damage from information leakage through parametric channels is additive with respect to damage caused by the implementation of various channels of this type;
-the danger of a leakage channel is assessed with respect to each message with protected information, the confidentiality of which is violated in the implementation of this channel.
Threats of information leakage through parametric channels are realized for the considered period of time t with some probabilities represented in the form of a matrix:
where   kl pt -probability of realizing the k -th threat of leakage in relation to the l -th message. Damages from the implementation of parametric channels of information leakage are presented in the form of a matrix: dD is taken as a hazard factor for the threat of leakage, as a result of which the m channel is realized in relation to l messages. The relationship between the threats of leakage and the parametric channels that arise as a result of their implementation is represented by a matrix:
whose elements are defined as follows: vulnerabilities associated with these threats. The procedure for determining the likelihood of favorable conditions for the use of certain vulnerabilities in the interests of realizing the threats of information leakage through parametric channels is represented by the matrix:
where ' kn p -the likelihood that conditions may be favorable for the use of n vulnerabilities in order to realize the k threat of leakage. Moreover, the probability of favorable conditions for the realization of the k threat is determined from the relation:
The likelihood of implementing n threat of leakage, with respect to at least one message is determined as follows:
The hazard factor k of the threat is determined by the formula:
As applied to the types of information security threats under consideration, this technique will have a number of features.
When determining the indicator of the relevance of the threat of information leakage through parametric channels, the following list of possible classes of leakage channels was adopted [3] : 1) parametric acousto-vibro-optical (laser); 2) parametric acousto-vibro-electromagnetic; 3) parametric acousto-vibro-electric; 4) special acoustoradiotechnology; 5) special acoustoelectric; 6) special acousto-optical. The importance of the protected information is determined by the source of the informative signal. In this case, the danger of a parametric channel of information leakage is estimated with respect to each protected message.
In this case, the dimension of the matrix (1) for this type of information security threat is 3R, and the matrices (2) and (3) are rows of length R and 3, respectively. The main vulnerable links with respect to threats of leakage of voice information over the parametric channel are [4] :
-presence in the allocated premises (AP) of the security-fire alarm system; -availability of home appliances in the AP; -possibility of placing radio locks and semi-active filling devices (SAFD) in furniture, AP walls; -the presence in the AP of the network of electrical chasers; -presence in the AP of the ventilation system; -presence in the AP of the broadcast network and loudspeaker communication; -presence of external telephone communication in the AP; -The presence in the AP of operating technical means for processing and transmitting information; -presence in the AP of working auxiliary technical means and systems; -application in the AP for lighting fluorescent lamps. In this case, the dimension of the matrix (5) for a given nomenclature of information security vulnerabilities is 710. Taking into account the considered features, it is possible to obtain numerical values of the system characteristic (5) of information leakage threats by parametric channels -the urgency of the threats of the type considered.
Thus, in the work it is necessary to formalize the statement of the task of modeling the mechanisms of detecting threats of information leakage through parametric channels in the interest of assessing the effectiveness of information protection.
Protection of information from leakage through parametric channels in the concept of information security management
The protection of information from leakage through parametric channels is part of the measures to ensure the information security of bodies [6, 7] , conducted in accordance with its concept. The main guiding principles of such events are:
-legality of measures to identify information leakage through parametric channels; -continuity of implementation and improvement of means and methods for monitoring the security of information activities;
-comparability of the control period and possible damage from violation of information security; -the complexity of using existing means of protecting information from leakage through parametric channels [8] at all stages of information activities.
The latter gives the greatest effect when activities are implemented within the framework of a single managed process [9] ensuring information security using available technical protection of information.
This allows us to solve the following tasks: -provide an integrated approach to the implementation of technical protection of information; -Objectively assess the current state of information security from leakage through parametric channels;
-prevent information leakage through channels of this type; -to ensure centralized control over the security of information activities; -organize a secure information interaction with territorially remote units; -to ensure the confidentiality of information.
As an object of management measures to protect information from leakage through parametric channels are implemented in stages.
The first stage is the definition of the object of protection. Within the framework of this stage, the following is done:
-determination of the boundaries of the controlled zone; -classification of information subject to threats of leakage through parametric channels, in terms of importance and confidentiality; -evaluation of the aging time of confidential information; -development of a scheme for informational interaction between the divisions of the body, taking into account the susceptibility to their threats of the type in question.
The second stage is the identification of threats. At this stage: -detection of sources of threats -semi-active filling devices and radio electronic equipment used to illegally obtain information in the process of information exchange by its activation by an external physical field; -definition of the objectives of threats -forms of familiarization with confidential information intercepted by parametric channels; -detection of external electromagnetic radiation as a sign of possible realization of threats of information leakage through parametric channels; -Identification of necessary protection measures; -evaluation of their effectiveness; -implementation of measures taken to protect information, taking into account the priorities developed; The third stage is the interaction of management processes. The process of managing the protection of information from leakage through parametric channels has links to other information security management processes, as in other processes actions are performed to ensure the security of information. In this case, the process of managing the protection of information from leakage through parametric channels provides other processes for managing information security with instructions on the structure of activities related to ensuring the security of information. The scope of such interaction is regulated by the head of the organization.
The fourth stage is the implementation of a set of measures to protect information from leakage through parametric channels. Within the framework of this stage, the following is done:
-management of incidents of occurrence of information leakage channels of the type in question; -management of changes in operating conditions of basic and auxiliary technical facilities and systems;
-management of the level of capabilities of information security tools; -management of information security continuity; -management of adequacy of protection -compliance of technical protection of information to its types.
Principles of modeling mechanisms for detecting threats to information leakage through parametric channels in order to evaluate the effectiveness of its protection against leakage
The study of known methods for analyzing the influence of negative factors on the functioning of complex systems made it possible to establish that when solving such problems, the authors confine themselves mainly to heuristic rules for the formation of analytical, logical and semantic relationships between the analyzed parameters and intuitive (expert) estimates of the change in the efficiency of the processes under study [10] [11] [12] [13] [14] [15] . This makes it necessary to formulate principles for solving the problem of modeling information leakage mechanisms using parametric channels in order to evaluate the effectiveness of its leakage protection [9] . To this end, we define the basic hypothesis and a number of principles for the solution of this problem from the point of view of the complex use of methods of the theory of modeling and the theory of recognition [7, 8, [16] [17] [18] [19] [20] [21] [22] [23] .
The fundamental hypothesis in solving the problem of modeling the mechanisms of information leakage through parametric channels in the interest of evaluating the effectiveness of its protection against leakage is the hypothesis of structural identity and functional opposition of the functional description of the processes of intercepting information through parametric channels and the processes of detecting its leakage through the channels of the type considered.
In accordance with this hypothesis, the methodology of structural analysis is used as a tool for the functional description of the processes of intercepting information over parametric channels, and the methodology of structural synthesis as a tool for the functional description of the processes of protecting information from leakage. In this case, there is a one-to-one correspondence between the levels of the structure of the functional description of the processes of interception of information and the processes of its protection from leakage.
From the above hypothesis, the basic principles for solving this problem follow [5] .
The principle of analyzability of the description of the mechanisms of information leakage through parametric channels and the principle of synthesizability of the description of the processes of its protection from leakage assume, as their basis for the formation of descriptions of such mechanisms and processes, their structural analysis and structural synthesis, respectively.
Logically stemming from these principles the principle of functional representation of the mechanisms of information leakage through parametric channels and the processes of its protection from leakage leads to the necessity of using functional modeling methods for the formation of descriptions of the investigated processes. The principle of multilevel functional representation of descriptions of mechanisms of information leakage through parametric channels and processes of its protection from leakage presupposes the existence of several levels of functional representation of the processes being studied.
The realization of the principle of homogeneity of the description of the mechanisms of information leakage through parametric channels and the processes of its protection against leakage makes it possible to describe such processes by such characteristics through which all their other parameters can be expressed.
From these positions, it is most expedient to use the parameters of the volume of operations performed to use the means of interception and protection of information, as well as the characteristics of the means of interception of information and the characteristics of technical protection of information in the general case depend on the volume of operations performed. In addition, this parameter allows you to quantify the effectiveness of information protection from leakage through parametric channels.
Indicator of effectiveness of mechanisms for detecting threats to information leakage through parametric channels
To substantiate the format of the effectiveness index of the mechanisms for detecting threats of information leakage through parametric channels, let us consider a formalized representation of the functioning of these mechanisms.
To this end, we introduce the following notation: dim S -the size of the operating environment for mechanisms to detect such threats. Let's consider in detail the mechanism for detecting parametric channels of information leakage. To uniquely identify the channels, the () у S and () b S media are divided into I disjoint fragments:
, ,I. 
In this case, the operating environment () у S is divided to form one significant feature of the parametric channel in each fragment, and the operating environment () b S -for its detection and identification.
In the general case, a significant feature of the parametric channel characterizes the channel class [13] .
Then the probability of identifying a parametric channel for an individual fragment () у i s of the operating environment () у S , can be determined as the probability of correspondence of the fragment
of the operating environment () b S to a given fragment of the operating environment () у S according to the formula: s . To determine the characteristic of the dimension k of the operating environment, we use the Halstead metric [10] .
In accordance with the provisions of this metric, the most significant characteristic of the effectiveness of implementation as a function of illegal actions to intercept information on parametric channels, as well as mechanisms for detecting threats to intercept it, is their information volume, which consists of the algorithmic volume of functions being implemented and the volume of information used [8] : 22 ,
where  -number of unique (non-repetitive) actions to implement the threats of information leakage through parametric channels (procedures for detecting such threats); A -the total number of actions in the implementation of these threats (procedures for their detection);  -the number of unique operands used to implement the specified actions (procedures);
B -the total number of operands used in the implementation of threats of information leakage through parametric channels (procedures for detecting such threats).
The first term (7) represents the algorithmic volume of procedures for identifying threats to information leakage through parametric channels, and the second -the amount of information used.
In this case, the information volume of the fragment () у i s will be written as:
and the information volume of the fragment () i b s -as:
Then expression (6) can be written in the form:
Provided that the partitioning of the operating environment into fragments is based on the equiprobable presence of signs of the emergence of parametric channels of information leakage, and the entire operating environment is a potentially possible area for the formation of significant features of such channels, the probability () b P to identify the threats of information leakage through parametric channels for the entire the operating environment () у S and the entire operating environment () b P is determined according to the expression:
Given the uniform partitioning of the operating environment () у S and the operating environment
S into fragments, the total volume of these media is determined according to the expressions: 
Expression (9) can be considered as an indicator of the effectiveness of mechanisms for identifying threats to information leakage through parametric channels:
6. Illustrative example for explaining the advantages of the proposed approach Taking into account the existing practice of functional modeling of information processes [2, 3] , we will form the decomposition structure of actions to intercept information via parametric channels ( Figure 1 ). In accordance with the decomposition structure of the functional description of the illegal actions to intercept information on parametric channels, shown in Fig. 1 , the conceptual level of such description corresponds to the objective function of this kind of actions.
The decomposition of the objective function of unlawful actions to intercept secondary highfrequency (HF) radiation of elements of radio electronic equipment (REE) and SAFD as a result of its structural analysis and forms the functions of the first intermediate level of the functional description of unlawful actions. The conceptual level of the functional description of the mechanisms of information leakage through parametric channels is presented in Figure 2 .
Taking into account the contents of the decomposition process, the parameters (11) . Detailing the conceptual level of a functional description of threats to information leakage through parametric channels in accordance with the presented methodological approach leads to the following format of decomposition representation of the functions of the first intermediate level of the hierarchy of functional structuring of unlawful actions to intercept information via parametric channels: Thus, the functional model of illegal actions to intercept information through parametric channels is a multilevel hierarchical structure, the lower level of which is represented by the primary signs obtained as a result of the structuring of the objective function of unlawful actions.
Computational experiment to assess the effectiveness of mechanisms for identifying threats to information leakage through parametric channels
The effectiveness of mechanisms for identifying threats to information leakage through parametric channels, in accordance with the above methodology, will be considered in relation to the typical characteristics of illegal actions to intercept information through the channels of the type in question and the typical characteristics of mechanisms for identifying threats to information leakage.
For the purpose of implementing this methodology, a software package was developed to assess the effectiveness of mechanisms for identifying threats to information leakage through parametric channels. Figure 3 provides a dialog box for entering the initial data on the characteristics of threats in accordance with their representation in the form (7), obtained by analyzing the signs of illegal actions i r , 1, 2,  i , 19 from their set.
In this case, the column "ID / IND" corresponds to the identifiers and names of the functions of the initial level of the description of the threats of information leakage through parametric channels, the columns " ", "
Amin ", " Amax ", "  ", "
Bmin ", " Bmax " correspond to the parameters of the expression (7) .
The values in the columns "Vmin ", "Vmax ", "Vsr ", "Vsko " correspond to the minimum, maximum, average values of the information volume of functions and its root mean square deviation, respectively. These values are determined during the operation of the software package.
On the basis of these initial data, in accordance with the models given in the paper, we obtain the values of the information volume of the functions of the third intermediate level of the functional description of illegal actions to intercept information via parametric channels.
The values of the information volume characteristics of the target function of unlawful actions to intercept secondary HF radiation from the elements of the REE and the SAFD and the objective function for identifying information leakage threats through parametric channels obtained in the experiment make it possible to determine, on the basis of (9) and (10), the efficiency index of the mechanisms for identifying information leakage threats by parametric channels, i.e. efficiency increased to 78%: Figure 3 . Dialog box for input of initial data on characteristics of information leakage threats by parametric channels Thus, the way of structuring the characteristics of the mechanisms for detecting threats to information leakage through parametric channels in the article makes it possible to provide a significantly higher reliability of the estimate than the reliability of the evaluation for certain characteristics of threat detection mechanisms that are not connected to any system. The models considered in the work are the methodological basis for the synthesis of the procedure for evaluating the effectiveness of mechanisms for identifying threats to information leakage through parametric channels. The application of the effectiveness evaluation mechanisms developed in the article to detect threats to information leakage through parametric channels allows for a more reliable estimate than traditional valuation methods. Е by a specified nomenclature of N models. At the same time, it is possible to assess the threats   SR. Then the task of modeling mechanisms for detecting threats to information leakage through parametric channels can be considered as the task of developing a set of rules R that maximizes the possibility S to evaluate the effectiveness of mechanisms for identifying threats to information leakage through parametric channels in the nomenclature of n models that does not exceed the specified N . This allows us to formally formulate the problem in the form:    R argmax S R .
 nN
The formulated task of modeling the mechanisms of identifying threats of information leakage through parametric channels is expedient to be solved by presenting the following main successive tasks:
-structuring descriptions of the attacker's actions to intercept information through parametric channels and mechanisms for identifying such actions;
-finding the correspondence between the functional and mathematical description of the attacker's actions to intercept information on parametric channels and the mechanisms for identifying such actions in order to obtain a nomenclature of models that does not exceed the specified one;
-conducting experiments to assess the effectiveness of mechanisms for identifying threats to information leakage through parametric channels; -determination of the value of the indicator of opportunities to assess the effectiveness of mechanisms for identifying threats to information leakage through parametric channels for different sets of evaluation rules.
Conclusion
Thus, the article presents mathematical models of information leakage threats on parametric channels and mechanisms for detecting such threats, based on the functional correspondence between the description of information leakage threats and the mechanisms for their detection, as well as the correspondence between the functional and mathematical representations of the processes being studied. A meaningful and formal statement of the task of modeling the mechanisms for identifying threats to information leakage through parametric channels will allow to determine the values of the indicator of the possibilities of evaluating the effectiveness of mechanisms for identifying threats to information leakage through parametric channels for different sets of evaluation rules.
